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This Privacy Statement applies to 4mation Group and all it's affiliated 
companies. This includes but is not limited to:

Plat4mation BV
Plat4mation BVBA
Plat4mation GmbH
Plat4mation Group LLC
App4mation BV
4mation Technologies India Private Limited
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1 Introduction
Your privacy and the careful handling of the personal data that you share with 
us is of vital importance to us as not having appropriate measures in place 
could potentially cause severe negative impact to your organisation or person. 
This privacy notice contains an overview of the services we offer and the way 
we deal with any personal data processed by us as part of these services.

Please consider this privacy statement carefully and don’t hesitate to contact 
our privacy and security team.
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2 Who we are
4mation Group is a leading ServiceNow integration partner. 4mation Group 
works for multiple enterprise sized multinational clients and its headquarter is 
in the Netherlands. The address is Arthur van Schendelstraat 650 3511MJ in 
Utrecht. In case of questions regarding privacy of or GDPR you can contact us 
via security@plat4mation.com.

mailto:security@plat4mation.com
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3 Information collection
As part of the services that we deliver we get access to the Customer's 
ServiceNow environments where client data may be stored. We will not use 
this data in any way other than explicitly instructed by the customer.  

We furthermore do not collect any personal data whatsoever for any 
purpose other than explicitly instructed by the customer. Examples of 
PII shared in ServiceNow environments are e-mail addresses, phone 
numbers, first and last name. 
Our mobile applications use third party services that temporarily store 
data for push messaging purposes.
In addition to this we store our own employee data on a centralised 
filing system to which only users get access that need this per business 
justification (e.g. HR).
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•

4 Use of personal information
As stated in 'Information Collection' , we do not process personal data for any 
other purpose than explicitly instructed by our customers. We do not perform 
any other activities other than ServiceNow related services at our customers. 

In addition to implementation and development services that we 
provide, we also offer support services to some clients. This means we 
will have access to the ServiceNow environment of the customer. In the 
support services we occasionally also do account management related 
services (e.g. create accounts in the ServiceNow platform and add 
roles). We never use the personal data in the ServiceNow platform in 
any other way than instructed by the customer. We will always avoid as 
much as possible to store personal data anywhere else than on the 
ServiceNow platform (e.g. no local copies of data etc.) to minimise the 
risk of a data breach.

We furthermore maintain our own employee data in a centralised system. 
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5 Legal basis for processing data
With respect to the services we provide to our customers we have a 
contractual agreement with our customer that requires us to have access to 
the customer ServiceNow environment in which personal data may be stored.

We furthermore store data of our own employees for which we also have a 
contractual obligation to do so.
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6 Sharing personal data
We do not process personal data for any other purpose than explicitly 
instructed by our customers. In the occurrence that customer would instruct 
us to share personal data we will treat this as a confidential transaction. 

Such transaction will include the following considerations: 

The use of a confidential transfer mechanism (i.e. a secure, encrypted 
transfer of data or properly labelled for paper trace) 
4mation Group maintains reasonable physical, administrative and 
technical safeguards to protect PII from loss, misuse, unauthorised 
access, disclosure, alteration or destruction. The personnel of 4mation 
Group are provided access to PII only if they have a need to know the 
information for a legitimate business purpose.
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7 Storing and processing of personal data
We do not process personal data for any other purpose than explicitly 
instructed by our customers. In the exceptional case that the customer would 
instruct us to process and store personal data, we would implement the 
necessary physical and technical safeguards to protect the sensitive data. For 
our mobile applications data is stored temporarily in third party services for 
push messaging services. 
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8 Legal basis for processing data
With respect to the services we provide to our customers we have a 
contractual agreement with our customer that requires us to have access to 
the customer ServiceNow environment in which personal data may be stored.

We furthermore store data of our own employees for which we also have a 
contractual obligation to do so.



4mation – Privacy Statement - Business to Business

Sharing personal data– 12

•

•

9 Sharing personal data
We do not process personal data for any other purpose than explicitly 
instructed by our customers. In the occurrence that customer would instruct 
us to share personal data we will treat this as a confidential transaction. 

Such transaction will include the following considerations: 

The use of a confidential transfer mechanism (i.e. a secure, encrypted 
transfer of data or properly labelled for paper trace) 
4mation Group maintains reasonable physical, administrative and 
technical safeguards to protect PII from loss, misuse, unauthorised 
access, disclosure, alteration or destruction. The personnel of 4mation 
Group are provided access to PII only if they have a need to know the 
information for a legitimate business purpose.
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10 Storing and processing of personal data
We do not process personal data for any other purpose than explicitly 
instructed by our customers. In the exceptional case that the customer would 
instruct us to process and store personal data, we would implement the 
necessary physical and technical safeguards to protect the sensitive data. For 
our mobile applications data is stored temporarily in third party services for 
push messaging services. 
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11 Securing personal data
4mation Group maintains reasonable physical, administrative and technical 
safeguards to protect PII from loss, misuse, or unauthorised access, 
disclosure, alteration or destruction. The personnel of 4mation Group are 
provided access to PII about you only if they have a need to know the 
information in connection with a legitimate business purpose.
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12 Duration of processing
As stated above, we do not process personal data for any other purpose than 
explicitly instructed by our customers. In the exceptional case we take every 
reasonable step to ensure that personal data is only processed for the 
minimum period necessary for the purposes set out in this Privacy Notice. The 
criteria for determining the retention period for Personal Data is:

The relation established with our customer and their specific needs
The duration established with our customer and their specific needs
The relevance established by our customer
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13 Data subjects rights
As stated above, we do not process personal data for any other purpose than 
explicitly instructed by our customers. In the exceptional case that the 
customer would instruct us to process we will proceed to follow the customers 
privacy notice and guidance related to the rights subjected to personal data.
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14 Contact information
In case of questions/complaints regarding privacy or GDPR you can contact us 
via security@plat4mation.com.

mailto:security@plat4mation.com


The information contained in this document is confidential, privileged and only for the information of the intended recipient and 
may not be used, published or redistributed without the prior written consent of Plat4mation B.V.

The opinions expressed are in good faith and while every care has been taken in preparing these documents, Plat4mation makes 
no representations and gives no warranties of whatever nature in respect of these documents, including but not limited to the 
accuracy or completeness of any information, facts and/or opinions contained therein.

Plat4mation, its subsidiaries, the directors, employees and agents cannot be held liable for the use of and reliance of the 
opinions, estimates, forecasts and findings in these documents.

Plat4mation believes information in this publication is accurate as of its publication date. This publication could include 
technical inaccuracies or typographical errors. The information is subject to change without notice. Changes are periodically 
added to the information herein; these changes will be incorporated in new editions of the publication. 

ServiceNow may make improvements and/or changes in the product(s) and/or the program(s) described in this publication at 
any time. Reproduction of this publication without prior written permission is forbidden. The information in this publication is 
provided “as is.” Plat4mation makes no representations or warranties of any kind, with respect to the information in this 
publication, and specifically disclaims implied warranties of merchantability or fitness for a particular purpose.

ServiceNow and the ServiceNow logo are registered trademarks of ServiceNow. All other brand and product names are 
trademarks or registered trademarks of their respective holders.
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